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3.12.26

—Release Note—

Overview

HR Business Cloud(HRBC) Version 3.12.26 has the following changes.

1 Security Settings for Password System Administrators Settings required in part

* Fixed the issue of irregular display of the search button on the search dialog box when merging

Resume data from Personal Contact.

Issues

- Fixed the issue of irregular display of the search button on the search dialogue box when merging
Resume data from Personal Contact.

* Fixed the issue of unresponsiveness of the items in the HRBC Apps list page.

- Fixed the display of the input box on the login page.

- Fixed the display of the selection box in the 'New' and 'Edit' page.

% The contents of this document are current as per the time of publication.
However, minor changes may be made.



Details

1 Security Settings for Password

Summary

To strengthen password security, from this version onwards it will be possible for the System Administrator
user to set requirements for setting a password. There are 5 items that can be set in the requirements:
Password length, password complexity requirements, account lock, record of password history and
password validity period.

% As long as HRBC users do not change security settings for password after the January 16th 2018 release, the old settings
will be applied.

Procedure
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From the top right side of TCompany Profile] screen,
Tectlbserl
festUser there is a link Password Security Setting. Click the link
and when the confirmation screen shown below is
displayed, you can confirm the current security
settings for password.
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Password Security Settings [# Edit

Password length
characters
The current HRBC users have only the
Password complexity check setting for password length enabled and
Disabled . i
all the other options disabled.
Click 'Edit' to change the settings.
Account lock out
Disabled
Password history
Disabled
Password expiration
Disabled




The edit screen for [Security Settings for password |
@P 1 (@) Help

Password Security Settings

Password length
3 characters

Password complexity check
[ Enabled

A t lock t
ccount fock ou [ Account lockout threshold

5 times

Password history
[ Enforce password history

3 passwords remembered

Password expiration [ Validity period

90 days

Save

When you click TSave] , the updated security settings for password will be saved. After the settings are
done, at the time of changing password, each standard user will be required to use a password as per the

requirements set by the System Administrator and the details of the settings will be displayed.

% 1f the standard users do not change their passwords, they can continue to log in using the current password.

@ POR Tria TestCompanyJa (TestCompanyJa) TestUserlla = @ Apps = @ Settings = (7) Help
Job Resume Sales Report
Edit Password

Passwords must not contain the user's username,
more than two identical characters in a row or
multi-byte characters.

Furthermore, passwords must meet at least three
out of the following four complexity rules to
contain at least:

- One uppercase character (A-Z)
- One lowercase character (a-z)
- One digit (0-9)
- One special character (punctuation)

Current Password
MNew Password
Confirm New Password

Save
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